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What is OMAC-family?

• MAC (Message Authentication Code)

• Variant of CBC MAC



OMAC-family

• a block cipher E : {0, 1}k × {0, 1}n → {0, 1}n,

• an n-bit constant Cst,

• a hash function H : {0, 1}n ×X → {0, 1}n,
• two distinct constants Cst1, Cst2 ∈ X .



Conditions on H, Cst1 and Cst2

• ∀y, #{L | HL(Cst1) = y} ≤ ε1 · 2n

• ∀y, #{L | HL(Cst2) = y} ≤ ε2 · 2n

• ∀y, #{L | HL(Cst1)⊕HL(Cst2) = y} ≤ ε3 · 2n

• ∀y, #{L | HL(Cst1)⊕ L = y} ≤ ε4 · 2n

• ∀y, #{L | HL(Cst2)⊕ L = y} ≤ ε5 · 2n

• ∀y, #{L | HL(Cst1)⊕HL(Cst2)⊕L = y} ≤ ε6·2n



OMAC-family

Case |M | = mn (m ≥ 1)
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OMAC-family

Case |M | �= mn

M [1]

�

E�K
�

�
�

�
�

�
�

�

M [2]

��

�

E�K
�

�
�

�
�

�
�

�

M [3] 10i

︸ ︷︷ ︸

��

�

E�K
�

T

� HL(Cst2)

L = EK(Cst)



Six conditions are satisfied

Tomorrow ⇓ ⇑ This talk

OMAC-family is secure



√ ∃y, #{L | HL(Cst1) = y} > ε1 · 2n

• ∀y, #{L | HL(Cst2) = y} ≤ ε2 · 2n

• ∀y, #{L | HL(Cst1)⊕HL(Cst2) = y} ≤ ε3 · 2n

• ∀y, #{L | HL(Cst1)⊕ L = y} ≤ ε4 · 2n

• ∀y, #{L | HL(Cst2)⊕ L = y} ≤ ε5 · 2n

• ∀y, #{L | HL(Cst1)⊕HL(Cst2)⊕L = y} ≤ ε6·2n



The Attack

Algorithm A� �

Step 1: T ← OMAC-familyP (0n)

Step 2: Output ((y, T ), T ).
� �

Pr
P

(A success) > ε1

Similar attack for conditions 2, . . . , 6.



Conclusion

Six conditions are satisfied

⇑

OMAC-family is secure


