-

Six Conditions in OMAC-family are
Tight

~

February 24, 2003
Tetsu Iwata
Ibaraki University

Fast Software Encryption, FSE 2003, February 24—-26, 2003, Lund, Sweden



What is OMAC-family? I

e MAC (Message Authentication Code)
e Variant of CBC MAC



OMAC-family I

e a block cipher E : {0,1}* x {0,1}"* — {0,1}",
e an n-bit constant Cst,
e 3 hash function H : {0,1}" x X — {0, 1}",

e two distinct constants Csty, Csty € X.



Conditions on H, Cst; and Csts I

o Vy #{L | H (Csty) =y} <€ -2"
o Vy, #{L | H (Csty) =y} < € - 2"
o Vy, #{L | H;(Csty) ® H;(Csty) =y} < e3-2"
o Vy, #{L | H;(Cst1) D L =y} < ¢4 2"
o Vy, #{L | H;(Csty) D L =y} <e¢5-2"
(Csty)



OMAC-family I

Case [M| =mn (m > 1)

M| M 2| M 3]
D Do H 1 (Csty)
K~ 1 K- E K- B
;



OMAC-family I

Case | M| # mn
M1 M2 M3]]] 107
Y ;
D D+ H 1 (Csts)
K— K= E K= E
'
T



Six conditions are satisfied
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OMAC-family is secure



(Csty)
o Vy, #{L | H;(Csty) =y} < ey - 2"
o Vy, #{L | H;(Csty) ® H;(Csty) =y} < e3-2"
o Vy, #{L | H;(Cst1) B L=y} < e -2"
o Vy, #{L | Hi(Csty) @ L =y} < ¢5-2"
(Csty)



The Attack '

- Algorithm A ~
Step 1. T «+— OMAC-family p(0")

Step 2: Output ((y, 1), 7).
- y

I—;r(A success) > €

Similar attack for conditions 2, ..., 6.



Conclusion '

Six conditions are satisfied

1

OMAC-family is secure



