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* Motivation: Emerging growth of wearable technologies, pervasive
devices, lightweight communication protocols

* Aim: To provide adequate security with minimal hardware
requirements constrained by area, power, and cost

e Target application areas: Internet-of-Things (loTs), battery powered
wireless sensor networks (WSNs)



Topics

* Lightweight Block Cipher

* Khudra — A case study of lightweight block cipher
* Architecture of Khudra

e Attacks on Khudra

e Resistance against Attacks

* Conclusion



Khudra - Features

* Lightweight Block Cipher targeting both ASIC and low cost FPGAs
* Simple Key Scheduling algorithm
* Unique balanced LUTs and Flip-Flops as lightweight strategy
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Khudra — Architecture (Data Processing)

* 64-bit data block, 80-bit master key, 32-bit round key, 18-rounds

 Generalized Type-2 Fiestel structure based Block Cipher
implementation

* Data Processing part consist of recursive Fiestel structure in each
rounds

* The Fiestel structure consist of two parts: Fiestel permutation and F
function. F function in turn again consist of 6 rounds of recursive
Fiestel function



Khudra — Architectu re (Data Processing)

OUTER STRUCTURE



Khudra — Architecture (Key Scheduling)

* Generates two 16-bit round keys Algorithm 1: Key Scheduling (ko, k1, ko, k3, ky)

(RKi) WEKO« ko, WK1 & ky, WEK3 & ky, WK by
for i — 0o 35 do

e Uses two round keys in each RO = {0]is)|00] i 10
round, so total 36 round keys | fRic ki ®hCi

end
generated

* Four whitening keys (WKi) of 16-
bit each
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Attack : Reduction in round key size from 32-
bit to 16-bit

. Why ??

* Every round second and fourth branch intermediate data and the round key
gets XORed with output of F-function from first and third branch

e Result

* The same key is getting XORed with data at ith round in branch 2 and then at
(i+2)th round in branch 4

* Only 16-bits key gets used in every round with a reduced equivalent structure



when1=1, where 11s ith round
X421=K, & RCs & X°[3] @ F(X°[2))
X*[2]= Ko & RCs & X*(0] & FOC[2)) (as X°[3] = X[0])
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Ignoring the round constants RCs and RCy equation (i) can be written as,
X421 =FP[0] & Ky) @ P[1] & EX3[2)) ... (ii)
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So from equation (ii) it is clear that all right hand side keys can be ignored. Rewrit- X —>| F

ing equation (i) as follows:
X42]=FP[0] & Ko & K3 & K3) & P[1] & FCXP2)) ... (1)

where, Ky & Kj 1s the whitening key. Since in round 2 K3 1s used, so to remove
K3 from the branch it can be added as whitening key with K in the same branch.
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So whitenening key is now K3 & K instead K for P[0]. Similarly K from right
side branch of round 1 by adding it to the P[3] as whitening key. In similar fashion

last round whitening keys can be adjusted as shown in the figure
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* Whitening Keys gets
changed in equivalent
structure

e K3,K0,K2,K4,K1 are the
keys to be used cyclically
in the clockwise direction
in the reduced
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Attack : Guess-and-Determine Attack

. Why ??

* Reduction in effective length of 32-bit key to 16-bit in each round with keys
getting used only on the left side and right side is keyless

* Result
* Launched on 14-rounds Khudra
* Requires only two pairs of plaintext-ciphertext
* Memory complexity: 2, data complexity: 2%
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1: Input: 2 plaintext-ciphertext pairs (P, C1) and (P, C4)
2: Output: 80-hit key (K = (ko||ky || kz| ks |ks))

3: for all possible values of (ko, k1, k3, ki) do < #s <
1: Compute Xy, X, X.’l,X.;.Xr,[l,ﬂ. 5].Xn [1.2], X:[l] using F.

5 Compute Xyg, Xig, Xya, X1, Xig, Xo[0,2, 3], Xi]0, 1], X7[2] using ).

6:  Xs[0] = Xe[3] + F(Xa[2]) ® X7[2] @ RCs

T ke FTNX5[0] @ X4[1] & RCy) & X4[0] RC, R RCu

#0

e }.'7[3] . Iﬁ[ﬂ] — F{Xﬁ [ﬂ] Jas] k‘s} I X5 [1] & R
9:  Xal3] = X7 [0] & F(Xe[0] € ko) & Xo[1] & RC1a
10: if Xs[0] = F(X7[0] @ ka) @ X7[1] @ RCy then
11: Xa|l] = Xs[2] « FX+[2]) & X7[3] & RCis

) )

12: if (Xo[2] = F(Xs[2]) & Xs[3] & RC17) and (X10[0) = F(Xo[0] @ k1) @ Xu[1] @ RCs RCo
fChs) then

13: if Bi-bit kev {kq, k1, k2. by, ky) satisfies the (F2, O] pair then @ é

14 Output the key

15: end if ;

16: end if fCs #11 Ry ROy

17:  end if

18: end for
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Large Weak Key Space

e Why ??
 Symmetric round constant 0| |i6||00]||i6|0

e Result

* Plaintext, ciphertext and the masterkey will follow closed property under xor
operation if they are also symmetric as round constant

 As masterkey has five 16-bit blocks and in each block 28 symmetric patterns
possible, so there are about 24° weak keys present



Differential Probability observation

. Why ??

* All 16-bits of data enters a single F-function, without any keys getting used
inside F-function, so considered as one 16x16 S-box

e Result

* By exhaustive search it has been found that differential probability is
27948 for an F-function and as Khudra has minimum six active F-function the
differential probability is 27°6-88 < 264
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Increase number of rounds in F-function

e Result

* By exhaustive search it has been found that differential probability will
change from 27948 for an F-function with six rounds to 271983 with eight
rounds

e As a result as Khudra has minimum six active F-function the differential
probability is 276498 > 2764

* No hardware changes needed to intercept the above modification



Change in Key Scheduling Algorithm

WKO— kg WK1+ k| WK3 + k3, WK4 « k4
j+—0
for i «— 0o 35 do
j + j+ (i mod 2)
RC; ¢ {00[i(g)|[0] i a0}
RK; «+ kjmoas ® RC;
end
* Result

* Change eliminates the earlier equivalent definition of a round of Khudra
* Overcomes the guess and determine attack
 stops the chances of memory optimization to Meet-in-the-middle attack



Change in Round Constant

e Result

e The round constant is changed from symmetric 0]||i6||00]||i6||0 to
asymmetric 00| |i6] |0]|i6] |0

e even symmetric 16-bit blocks of a key will not lead to a symmetric round key,
and thus eliminate the issue of weak keys
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* With minimal modifications we are able to mitigate the attacks
proposed by authors

* The modified key scheduling algorithm is also as lightweight as the
older design

* Also proposed addition of two more rounds over present six rounds
inside F-function to improve the differential probability at no cost
over the hardware

* Opens door for future research towards exploring the performance
and security issues by expanding the key length from 64-bits to 128-
bits
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